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DETAILED ACTION 

Continued Examination Under 37 CFR LI 14 
A request for continued examination under 37 CFR 1.114, including the fee set forth 
in 37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on June 30, 2005 has been entered. 

Response to Amendment 
This office action is in response to amendment filed on June 30, 2005. Original 
application contained Claims 1-23. Applicant previously amended Claim 14. Applicant currently 
amended Claim 1, 9, and 18. The amendments filed on June 30, 2005 have been entered and 
made of record. Therefore, presently Claims 1-23 are pending for consideration. 

Response to Arguments 

Applicant's arguments filed June 30, 2005 have been fully considered but they are not 
persuasive because of the following reasons: 
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Regarding Claims 1, 10, 16, 21, and 24 applicants argued that the system of cited prior art 
(CPA) [Ishac et al. (U.S. Patent No. 5,812,861), Russell (U. S. Patent 4,841,492), and Brown (U. 
S. Patent 6,487,667)] "operation of preventing modification of a representation of a primary 
pass-phrase, and also does not teach " an operation of disabling placement of an integrated 
circuit device into administrator mode when override disable pin is asserted prior to assertion of 
an override pin 

This is not found persuasive. In the system of cited prior art an indicator is connected to 
the main control unit to maintain the first component in power down state, even when power up 
signal is passed, and the components are maintained in power up state, when the power up signal 
is received by the main control unit. This power controller for computer has indicator that is 
coupled to main control unit to maintain first component in power down state even when power 
up signal is received. Therefore, pass-phrase authentication system authenticates user and service 
in accordance with identifier and pass-phrase of user and service respectively. An authentication 
entity selected according to the realm selected by user, authenticates the user and service in 
accordance with the identifier and pass-phrase of user and service respectively (Ishac: col.6 line 
18 to col.9 line 20, Russell: Fig. 6B, Item 22, and Brown: col.21 line 38 to line 41, and col.7 line 
45 to col. 8 line 5). 

As a result, the system of cited prior art does implement and teaches a system and method 
for protecting information stored within an electronic system. 

Applicants still have failed to identify specific claim limitations, which would define a 
patentable distinction over prior arts. The examiner is not trying to interpret the invention but is 
merely trying to interpret the claim language in its broadest and reasonable meaning. The 
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examiner will not interpret to read narrowly the claim language to read exactly from the 
specification, but will interpret the claim language in the broadest reasonable interpretation in 
view of the specification. Therefore, the examiner asserts that the system of cited prior arts does 
teach or suggest the subject matter recited in independent Claim and in subsequent dependent 
Claims. Accordingly, rejections for claims 1-23 are respectfully maintained. 



Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ishac et al. 
(U.S. Patent No. 5,812,861), in view of Russell (U. S. Patent 4,841,492), and further in view of 
Brown (U. S. Patent 6,487,667). 

3. Regarding Claim 1 Ishac teach a method (Fig. 1-4) comprising: 

implementing an integrated circuit device within an electronic system, the integrated 
circuit device including an override disable pin (col. 6 line 18 to col.7 line 14); and 

preventing modification of a representation of a primary pass-phrase when the override 
disable pin is asserted, the primary pass-phrase permitting access to stored information within 
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non volatile memory of the integrated circuit device implemented within the electronic system 
(col.7 line 40 to col.9 line 20). 

Although the system disclosed by Ishac shows the all features of the claimed limitation, 
but Ishac does not specifically disclose output disable pin. 

In an analogous art, Russell, on the other hand discloses integrated circuit environment of 
an output disable pin (OD pin) connected to phase selector of a transmit focus block (Fig. 6B, 
Item 22, col. 10 line 10 to line 1 lcol.l 1 line 40 to line 41). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Russell, because Russell's method of overriding (i.e. 
disabling) by specifically using a hardware pin installed in a integrated circuit would not only 
provide ability to disable the override by installing an integrated output disable pin in the system 
of Ishac during accessing information stored within electronic system but will also provide 
safeguards against attempt by unauthorized person to breach security of system by disabling the 
pin. 

The system of Ishac and Russell teaches external powerdown signal recognized by 
powerdown controller but does not expressly disclose pass-phrase. 

However, Brown teaches and discloses a pass-phrase authentication scheme that provides a way 
to authenticate users and services using a pass-phrase (col.21 line 38 to line 41, and col.7 line 45 
to col. 8 line 5). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of 
invention to combine the teachings of Ishac and Brown, because Brown's method of providing 
the pass-phrase input information from one or more user input devices, such as keyboard, a 
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mouse, or a microphone would not only provide ability to input pass-phrase in different mode 
and will also different representation of stored pass-phrase during identification and 
authentication. 

4. Regarding Claim 9 Ishac teach a method (Fig. 1-4) comprising: 

enabling access to stored information within an electronic system, the information 
including a representation of a primary pass-phrase, upon assertion of an override disable pin of 
an integrated circuit device (col. 6 line 18 to col. 7 line 14); and 

disabling access to the stored information despite assertion of the override pin of the 
integrated circuit device when an override disable pin of the integrated circuit device is asserted 
prior to assertion of the override pin (col.7 line 40 to col.9 line 20). 

Although the system disclosed by Ishac shows the all features of the claimed limitation, 
but Ishac does not specifically disclose output disable pin. 

In an analogous art, Russell, on the other hand discloses integrated circuit environment of 
an output disable pin (OD pin) connected to phase selector of a transmit focus block (Fig. 6B, 
Item 22, col. 10 line 10 to line llcol.ll line 40 to line 41). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Russell, because Russell's method of overriding (i.e. 
disabling) by specifically using a hardware pin installed in a integrated circuit would not only 
provide ability to disable the override by installing an integrated output disable pin in the system 
of Ishac during accessing information stored within electronic system but will also provide 
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safeguards against attempt by unauthorized person to breach security of system by disabling the 
pin. 

The system of Ishac and Russell teaches external powerdown signal recognized by 
powerdown controller but does not expressly disclose pass-phrase. 

However, Brown teaches and discloses a pass-phrase authentication scheme that provides a way 
to authenticate users and services using a pass-phrase (col.21 line 38 to line 41, and col.7 line 45 
to col.8 line 5). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Brown, because Brown's method of providing the pass- 
phrase input information from one or more user input devices, such as keyboard, a mouse, or a 
microphone would not only provide ability to input pass-phrase in different mode and will also 
different representation of stored pass-phrase during identification and authentication. 

5. Regarding Claim 14 Ishac teach a method (Fig. 1-4) comprising: 

enabling placement of an integrated circuit device of an electronic system into an 
administrator mode upon assertion of an override pin of the integrated circuit device, 
data stored within the integrated circuit device can be cleared only when the integrated circuit 
device is placed in the administrator mode; (col.6 line 18 to col.7 line 14, and col.9 line 49 to line 
65); and 

disabling placement the of an integrated circuit device of the electronic system into the 
administrator mode despite assertion of the override pin of the integrated circuit device when an 
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override disable pin of the integrated circuit device is asserted prior to assertion of the override 
pin (col.7 line 40 to col.9 line 20). 

Although the system disclosed by Ishac shows the all features of the claimed limitation, 
but Ishac does not specifically disclose output disable pin. 

In an analogous art, Russell, on the other hand discloses integrated circuit environment of 
an output disable pin (OD pin) connected to phase selector of a transmit focus block (Fig. 6B, 
Item 22, col. 10 line 10 to line 1 lcol.l 1 line 40 to line 41). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Russell, because Russell's method of overriding (i.e. 
disabling) by specifically using a hardware pin installed in a integrated circuit would not only 
provide ability to disable the override by installing an integrated output disable pin in the system 
of Ishac during accessing information stored within electronic system but will also provide 
safeguards against attempt by unauthorized person to breach security of system by disabling the 
pin. 

The system of Ishac and Russell teaches external powerdown signal recognized by 
powerdown controller but does not expressly disclose pass-phrase. 

However, Brown teaches and discloses a pass-phrase authentication scheme that provides a way 
to authenticate users and services using a pass-phrase (col.21 line 38 to line 41, and col.7 line 45 
to col. 8 line 5). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Brown, because Brown's method of providing the pass- 
phrase input information from one or more user input devices, such as keyboard, a mouse, or a 
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microphone would not only provide ability to input pass-phrase in different mode and will also 
different representation of stored pass-phrase during identification and authentication. 

6. Regarding Claim 18 Ishac teach an electronic system (Fig. 1-4) comprising: 

a bus, a processor coupled to the bus, a system memory coupled to the bus, and an 
integrated circuit device coupled to the bus, the integrated circuit device including a memory 
(col.3 line 34 to line 64); 

an override pin to enable access to and information of a representation of a primary pass- 
phrase upon assertion of the override pin, the primary pass-phrase permitting access to 
information stored within the memory (col.6 line 18 to col. 7 line 14); 

an override disable pin to disable access to and modification of a representation of the 
primary pass-phrase despite the assertion of the override pin when the override disable pin is 
asserted prior to assertion of the override pin (col.7 line 40 to col.9 line 20). 

Although the system disclosed by Ishac shows the all features of the claimed limitation, 
but Ishac does not specifically disclose output disable pin. 

In an analogous art, Russell, on the other hand discloses integrated circuit environment of 
an output disable pin (OD pin) connected to phase selector of a transmit focus block (Fig. 6B, 
Item 22, col. 10 line 10 to line 1 lcol.l 1 line 40 to line 41). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Russell, because Russell's method of overriding (i.e. 
disabling) by specifically using a hardware pin installed in a integrated circuit would not only 
provide ability to disable the override by installing an integrated output disable pin in the system 
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of Ishac during accessing information stored within electronic system but will also provide 
safeguards against attempt by unauthorized person to breach security of system by disabling the 
pin. 

The system of Ishac and Russell teaches external powerdown signal recognized by 
powerdown controller but does not expressly disclose pass-phrase. 

However, Brown teaches and discloses a pass-phrase authentication scheme that provides a way 
to authenticate users and services using a pass-phrase (col.21 line 38 to line 41, and col.7 line 45 
to col. 8 line 5). 

Therefore, It would have been obvious to one ordinary skilled in the art at the time of invention 
to combine the teachings of Ishac and Brown, because Brown's method of providing the pass- 
phrase input information from one or more user input devices, such as keyboard, a mouse, or a 
microphone would not only provide ability to input pass-phrase in different mode and will also 
different representation of stored pass-phrase during identification and authentication. 

7. Claims 2, 3, 5-8, 10, 11, 13, 15-17, 19-21, and 23 are rejected applied as above rejecting 
Claims 1,9, 14, and 18. Furthermore, the system of Ishac, Russell, and Brown teach and describe 
a system and method for protecting confidential information stored within an electronic (Ishac: 
Fig. 1-4), wherein 

the integrated circuit device comprises a package to form a packaged integrated circuit 
device (Ishac: col.7 line 27 to line 54); 

- preventing of the modification of the primary pass-phrase includes setting a control 
storage element within the integrated circuit device upon assertion of the override disable pin 
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(Ishac: col.ll line 10 to line 15; Brown: col.21 line 38 to line 41, and col.7 line 45 to col.8 line 5, 
Russell: Fig. 6B, Item 22, col.10 line 10 to line 1 lcol.l 1 line 40 to line 41); and 

disabling modification of the primary pass-phrase when the control storage 
element is set (Ishac: col.10 line 44 to col.ll line 9, and Brown: col.21 line 38 to line 41, and 
col.7 line 45 to col.8 line 5); 

the integrated circuit device further includes an override pin which, when asserted, allows 
a stored representation of the primary pass-phrase to be modified (Ishac: coll 1 line 23 to line 
40, Brown: col.21 line 38 to line 41, and col.7 line 45 to col.8 line 5, and Russell: Fig. 6B, Item 
22, col.10 line 10 to line 1 lcol.l 1 line 40 to line 41); 

the setting of the control storage element includes setting a bit of at least one control 
register configured for permanent state retention over a plurality of power (Ishac: col.7 line 15 to 
line 25); 

- the preventing of the modification of the primary pass-phrase includes signaling a 
control application software initiating a request for modification of the pass-phrase that a user is 
denied access to the stored information of the integrated circuit device unless the primary 
pass-phrase is correctly entered (Ishac: col.7 line 63 to col.8 line 62, and Brown: col.21 line 38 to 
line 41, and col.7 line 45 to col.8 line 5); 

a primary pass-phrase that includes a hash value of the primary pass-phrase (col.8 line 39 
to line 62, and Brown: col.21 line 38 to line 41, and col.7 line 45 to col.8 line 5); 

control storage element includes at least one control register configured for permanent 
state retention over a plurality of power cycles (Ishac: col.10 line 53 to line 67); 
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the integrated circuit further comprises a package to contain the memory from which the 
override pin and the override disable pin protrude (Ishac: Fig. 1-4, and Russell: Fig. 6B, Item 22, 
col. 10 line 10 to line 1 lcol.l 1 line 40 to line 41); 

the memory of the integrated circuit device is non- volatile memory (Ishac: col. 7 line 15 
to line 25); 

the integrated circuit device further includes a control storage (Ishac: col.4 line 39 to line 

49); 

the integrated circuit device 2 further includes a microcode to determine whether the 
override disable pin has been asserted prior to assertion of the override pin (Ishac: col.4 line 50 
to col.6 line 7, and Russell: Fig. 6B, Item 22, col.10 line 10 to line 1 lcol.l 1 line 40 to line 41). 

8. Claims 4, 12, and 22 are rejected applied as above rejecting Claims 3, 1 1, and 21. 
Furthermore, the system of Ishac, Russell, and Brown teaches and describes a system and 
method for protecting confidential information stored within an electronic, wherein 

- the control storage element is set after placing the electronic system in an administration 
mode upon correctly inputting the primary pass-phase into the electronic system (Ishac: col.6 
line 18 to col.7 line 14, and col.9 line 49 to line 65, and Brown: col.21 line 38 to line 41, and 
col.7 line 45 to col.8 line 5); 

- the control storage element of the integrated circuit device includes at least one control 
register configured for permanent state retention over a plurality of power cycles (Ishac: col.10 
line 53 to line 67). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Syed Zia whose telephone number is 571-272-3798. The 
examiner can normally be reached on 9:00 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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